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Sending a large volume of request messages to an ECU increases its CHARLIE
computational load to the point where it not able to perform regular Node A NodeB | Figure 2. shows request handling Observations from the results on our testing platform validates:

functions. Exploiting such vulnerabilities have cyber-physical impacts Destinagiy specified in the J1939 Protocol. t * Bus flooding up to a certain rate resulted in drop in messages from
on a commercial vehicle. Protocols for commercial vehicles needs to W} Using the principles of SE, we aim to hoth the ECM and EBC.
be designed using SE techniques to address cybersecurity concerns. prove the effects of the request ow Priority messages did not cause any significant drop.
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Figure 1. Kenworth T270 Truck ‘ In order to prove this effect, we
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effects of a bus flood attack.

Background The experiment should
The J1939 standard is build on top of the CAN Protocol. A typical distinguish the attack as a
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Figure 3. Attack Scenario hypothesis

J1939 frame is shown in the block diagram below: targeted DoS on an ECU. :
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Aadress s repeatedly sends four different Figure 12. Kenworth T270 with message rate of 0.3ms

AhJ1.9§>9 fr.?_me contains a.29.bit extended ident(ijfierfield._ | N % | R types of messages at rates From the experiments on the Kenworth T270, we can validate:
The identifier contains Priority, PGN, Source and/or Destination. - i varying from 0.1ms to 1ms and * DOS/Full bus flood cleared all messages on the bus from all ECUs

In case of collision the frame with the lowest identifier wins by the . .
orocess of arbitration, and is successfully transmitted. recorded the observations. while, Request Overload on the ECM cleared only messages from

For Data Fields larger than 8 bytes, J1939 frames uses the B ' ' : : i * The first message is a highest the ECM.
Transport Protocol specified in the J1939-21 standard [1]. - mn oy priority (00,¢) message with
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 Burakova et al, 2016 [2] successfully manipulated operation critical an unsupported PGN.
and non-critical J1939 frames, demonstrating lack of Security by
Design in the J1939 Protocol.

Mukherjee et al, 2016 [3] showed that sending a large volume of Test Results on EXQeri mental Platform ’

request messages to an ECU significantly reduces the number of The results of the experiments were processed and the percent drop in messages was plotted: time elapsed
periodic messages it sends on the bus. T T~ o \ greater than Manufacturer
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However, Mukherjee et al, 2016[2] Request Overload attack does not
provide conclusive proof as:
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scenarios. i S R S W T
It did not address the fact whether message priority of repeated T Nt of messages sent mmiliseconds. T e of messages sent mmillseconds. 1. Society of Automotive Engineers: Data Link Layer (2022).
request messages had any effect on the bus or on the target ECU. Figure 8. Cummins 2350 with Bendix EC-80 Figure 10. Caterpillar ADEM 4 with Bendix EC-80 https://www.sae.org/standards/content/j1939/21 202205/
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It demonstrated results for a valid PGN but not for an invalid PGN.
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a credible solution. Figure 9. Cummins 870 with Bendix EC-80 Figure 11. Caterpillar ADEM 3 with Bendix EC-80
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